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Network	
  Attack
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Attacks	
  on	
  each	
  layer	
  in	
  OSI	
  
model
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Keystroke Logging
Lockpicking
Cutting Cable

• Packet sniffing
• MAC Address 

Spoofing
• VLAN Attack
• ARP Cache Poisoning

• Ping Flood
• Port scanning
• Fingerprinting

• TCP Flooding
• UDP Flooding

• Session Hijacking
• DNS Poisoning

• SSL DoS
• SSL MITM

• Buffer Overflow
• SQL Injection
• Authentication 

Brute Force
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Security	
  Issues	
  in	
  TCP/IP
Fundamental	
  Design
◦ Communications	
  are	
  based	
  on	
  ports
◦ open	
  and	
  self	
  discipline
◦ not	
  for	
  commercial	
  uses

Software	
  flaws

Insecure	
  Operating	
  Systems

Poor	
  configurations
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Security	
  Issues	
  in	
  TCP/IP
Plaintext	
  protocol	
  – Sniffing

Weak	
  integrity	
  – Injection,	
  Poisoning

Connection-­‐less	
  – Spoofing

Weak	
  authentication	
  – Masquerading

Weak	
  sessions	
  – Hijacking,	
  Spoofing,	
  DoS,	
  Man-­‐in-­‐the-­‐middle

Weak	
  routing	
  – Source	
  Routing,	
  Re-­‐routing

Weak	
  Quality	
  of	
  Service	
  – DoS

Non-­‐standard	
  implementation	
  – fingerprinting
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Software	
  flaw
Buffer	
  Overflow

Out-­‐of-­‐Band	
   data

bugs	
  and	
  vulnerabilities	
   in	
  the	
  protocol	
  stack

bugs	
  in	
  the	
  browser	
  and	
  server

Software	
  flaw	
  can	
  usually	
  be	
  fixed	
  but	
  can	
  never	
  be	
  eliminated.
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Flooding	
  &	
  
Spoofing
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Simple	
  Spoofing	
  (Non-­‐blind)
IP-­‐spoofing	
  is	
  the	
  act	
  of	
  forging	
  IP	
  packets
◦ Non-­‐blind	
  spoofing	
  (NBS)	
  interferes	
  a	
  connection	
  that	
  sends	
  

packets	
  along	
  the	
  spoofer’s subnet	
  (so	
  typically	
  the	
  spoofer
is	
  on	
  the	
  same	
  subnet	
  as	
  one	
  of	
  the	
  2	
  hosts	
  being	
  spoofed)

◦ Blind	
  spoofing	
  interferes	
  with	
  a	
  connection	
  that	
  does	
  not	
  
send	
  packets	
  that	
  the	
  spoofer can	
  sniff	
  off.	
  It	
  is	
  more	
  difficult.

Spoofing	
  may	
  lead	
  to	
  connection	
  being	
  “hijacked”.
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ARP	
  Spoofing
Use	
  arpspoof	
  utility	
  to	
  ARP	
  spoof	
  the	
  gateway	
  of	
  network

Poison	
  a	
  hosts	
  ARP	
  cache	
  by	
  setting	
  the	
  gateway’s	
  MAC	
  address	
  to	
  
broadcast	
  address

Arpspoof	
  –t	
  x.x.x.x	
  gateway.ip
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ARP	
  Spoofing
Attacker	
  mimics	
  the	
  ARP	
  entry	
  of	
  the	
  target	
  host

E.g.	
  the	
  target	
  host’s	
  physical	
  address:
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ARP	
  Spoofing:	
  Sending	
  spoof	
  
packets
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ARP	
  Spoofing:	
  Victim
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Do	
  you	
  see	
  the	
  
diff.?
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ARP	
  Spoofing	
  Autopsy
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Attacker	
  floods	
  the	
  
network	
  with	
  
spoofed	
  ARP	
  packet
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Denial	
  of	
  Services	
  
Attack
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What	
  is	
  Denial	
  of	
  Services	
  
Attack
In	
  computing,	
  a	
  denial-­‐of-­‐service	
   attack	
  (DoS attack)	
  or	
  distributed	
  
denial-­‐of-­‐service	
   attack	
  (DDoS attack)	
  is	
  an	
  attempt	
  to	
  make	
  a	
  machine	
  
or	
  network	
  resource	
  unavailable	
  to	
  its	
  intended	
  users	
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Denial	
  of	
  Services
Syn Flooding	
  (e.g.	
   synflood.c)
◦ A	
  TCP	
  connection	
  request (SYN)	
  is	
  sent	
  to	
  the	
  target	
  computer
◦ The	
  source	
  IP	
  address	
  in	
  the	
  packet	
  is	
  "spoofed"	
  or	
  replaced	
  with	
  an	
  address	
  
that	
  is	
  not	
  in	
  use	
  on	
  the	
  Internet,	
  or	
  that	
  belongs	
  to	
  another	
  computer

◦ An	
  attacker	
  will	
  send	
  many	
  of	
  these	
  TCP	
  SYNs	
  to	
  tie	
  up	
  as	
  many	
  resources as	
  
possible	
  on	
  the	
  target	
  computer
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Denial	
  of	
  Services	
  (Cont.)
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A B
SYN

SYN/ACK

SYN/ACK

COPYRIGHT	
  ©	
  RICCI	
  IEONG	
  FOR	
  UST	
  TRAINING	
  2015



Denial	
  of	
  Services	
  (Cont.)
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B

A SYN

A SYN
A SYN

A SYN

A SYN

A SYN

A SYN
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From	
  DoS	
  to	
  DDoS	
  Attacks
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Business	
  Continuity	
  
Planning	
  and	
  
Disaster	
  Recovery	
  
Planning
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Business	
  Continuity	
  
Management	
  Overview
Definition	
  (ISO	
  27031):
◦ Business	
   continuity	
  management	
  (BCM)– holistic	
  management	
  process	
  that	
  
identifies potential	
  threats	
  to	
  an	
  organization	
  and	
  the	
   impacts to	
  business	
  
operations	
  whose	
  threats,	
  if	
  realized,	
  might	
  cause,	
  and	
  which	
  provides	
  a	
  
framework	
  for	
  building	
  organizational	
  resilience	
  with	
  the	
  capability	
  for	
  an	
  
effective	
  response	
  that	
  safeguards the	
  interests	
  of	
  its	
  key	
  stakeholders,	
  
reputation,	
  brand	
  and	
  value-­‐creating	
  activities

◦ Business	
   continuity	
  plan	
  (BCP)	
  – documented	
  procedures	
  that	
  guide	
  
organizations	
  to	
  respond,	
  recover,	
  resume,	
  and	
  restore	
  to	
  a	
  pre-­‐defined	
  level	
  
of	
  operation	
  following	
  disruption
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Disaster	
  Recovery	
  Plan
Definition	
  (ISO	
  27031)
◦ ICT	
  disaster	
  recovery	
  (Disaster	
  Recovery	
  or	
  DR)	
  – ability	
  of	
  the	
  ICT	
  elements	
  
of	
  an	
  organization	
  to	
  support	
  its	
  critical	
  business	
  functions	
  to	
  an	
  acceptable	
  
level	
  within	
  a	
  predetermined	
  period	
  of	
  time	
  following	
  a	
  disruption

◦ ICT	
  disaster	
  recovery	
  plan	
  (ICT	
  DRP	
  or	
  DRP)	
  – clearly	
  defined	
  and	
  
documented	
  plan	
  which	
  recovers	
  ICT	
  capabilities	
  when	
  a	
  disruption	
  occurs
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Some	
  more	
  key	
  termsDefinitions	
  (ISO	
  27031)
◦ minimum	
  business	
  continuity	
  objective	
  (MBCO)	
  – minimum	
   level	
  of	
   services	
  and/or	
  
products	
  that	
  is	
  acceptable	
  to	
  the	
  organization	
  to	
  achieve	
  its	
  business	
  objectives	
  
during	
  a	
  disruption

◦ recovery	
  point	
  objective	
  (RPO)	
  – point	
   in	
  time	
  to	
  which	
  data	
  must	
  be	
  recovered	
  
after	
  a	
  disruption	
  has	
  occurred

◦ recovery	
  time	
  objective	
  (RTO)	
  – period	
  of	
  time	
  within	
  which	
  minimum	
   levels	
  of	
  
services	
  and/or	
  products	
  and	
  the	
  supporting	
   systems,	
  applications,	
  or	
  functions	
  
must	
  be	
  recovered	
  after	
  a	
  disruption	
   has	
  occurred
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Last	
  available	
  backed	
  up	
  data

Disaster

“Lost	
  data” RPO RTO

Back	
  to	
  operation
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Business	
  continuity	
  framework	
  
from	
  ISO	
  27031

17/9/15 24
Note:	
  ICT	
  =	
  Information	
  communication	
  and	
  technology	
  =	
  IT
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Business	
  Continuity	
  Planning	
  
Overview
1. Business	
   Impact	
  Analysis
◦ What	
  is	
  BIA	
  ?
◦ Objectives	
  of	
  BIA
◦ Techniques

2. Strategy	
  Formulation
◦ Results	
  of	
  BIA
◦ Risk	
  Against	
  Probability
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Business	
  Continuity	
  Planning	
  
Overview	
  (Cont.)
3. Plan	
  Develop
◦ Contents	
  of	
  the	
  Plan

4. Plan	
  Implementation	
  and	
  Testing
◦ Implementation	
  Barriers
◦ Why	
  Testing	
  ?
◦ What	
  Kinds	
  of	
  Testing	
  ?

5. Maintenance
◦ Why	
  BCP	
  Maintenance	
  ?
◦ Revision	
  Focus
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Exploitations
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Exploits	
  and	
  Metasploits
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Exploits	
  and	
  Vulnerability	
  
Database
https://www.exploit-­‐db.com

https://github.com/offensive-­‐security/exploit-­‐database (SearchSploit
for	
  Exploit-­‐db.com)

http://www.securityfocus.com (Bugtraq ID)

http://packetstormsecurity.com

http://www.cvedetails.com (CVE)

https://cve.mitre.org/cve/index.html (CVE)

http://www.rapid7.com/db/vulnerabilities (from	
  Rapid	
  7)

http://www.rapid7.com/db/modules (Modules	
   for	
  Metasploit)

http://www.tenable.com/pvs-­‐plugins (Tenable	
  Nessus)
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Exploits	
  (Recent	
  cases)
Internet	
  Explorer	
  vulnerabilities

StageFright

Thunderstrike 2
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Metasploit
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Metasploit
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https://informationtreasure.wordpress.com/2014/07/24/penetration-
testing-crash-windows-7-using-metasploit-and-remote-desktop-connection-
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DNS
DNS	
  Attacks
◦ DNS	
  Spoofing
◦ DNS	
  Response	
  Flooding
◦ DNS	
  ID	
  hacking
◦ DNS	
  cache	
  poisoning
◦ Information	
  Leakage
◦ DNS	
  Server	
  Exploitation
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Malicious	
  Code,	
  
Virus	
  Attack	
  and	
  
Program	
  Code
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Top	
  10	
  Virus	
  (Aug	
  2011)
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Document	
  related	
  Exploits
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OS,	
  Browser,	
  Apps	
  
vulnerability	
  (Oct	
  	
  2012)
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Content	
  of	
  Spamming	
  
message	
  (Oct	
  2012)

17/9/15 38COPYRIGHT	
  ©	
  RICCI	
  IEONG	
  FOR	
  UST	
  TRAINING	
  2015



Malicious	
  Code	
  
and	
  Virus	
  Attack
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Outline
Types	
  of	
  Virus
◦ What	
  is	
  Virus	
  ?
◦ Types	
  of	
  Virus	
  ?

Sources	
  of	
  Virus
◦ Indications	
  of	
  an	
  Infection

Defending	
  Strategies
◦ Technical	
  Mechanisms
◦ Managerial	
  Mechanisms

System	
  Patching
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Virus	
  Characteristics
a	
  computer	
  virus	
  is	
  a	
  computer	
  program
◦ Parasitism
◦ Replication
◦ Concealment	
   	
  	
  	
  	
  	
  	
  	
  	
  	
  
◦ Payload
◦ Polymorphism
◦ Stealth
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Virus	
  – a	
  brief	
  history
Don’t	
  know	
  exactly	
  when	
  it	
  starts

1971:	
  Creeper	
  worm	
  on	
  DEC	
  PDP-­‐10

1983:	
  vdon	
  VAX	
  11/750,	
  Fred	
  Cohen,	
  Len	
  Adleman

1980s:	
  Real	
  viruses	
  were	
  initiated	
  by	
  in	
  Apple	
  II

1986:	
  BRAIN,	
  an	
  early	
  PC	
  .com	
  infector

1988:	
  Morris	
  Worm,	
  a	
  UNIX	
  internet	
  worm

1990:	
  Polymorphs	
  –Whale,	
  with	
  30	
  different	
  forms

1990:	
  Multiparites – Flip/Omicron	
  from	
  Bulgaria

1995:	
  MS	
  Office	
  Macro	
  Viruses,	
  the	
  Wm.Concept

1998:	
  CIH,	
  on	
  its	
  trigger	
  date,	
  rewrite	
  the	
  BIOS

1999:	
  Melissa	
  and	
  Happy99,	
  self	
  mailed

2000:	
  I	
  Love	
  YOU,	
  the	
  vb virus
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Types	
  of	
  Virus
Types	
  of	
  Virus
◦ Boot	
  Virus
◦ It	
  replaces	
  the	
  boot	
  record	
  program	
  (which	
  is	
  responsible	
  for	
  loading	
  the	
  
OS	
  in	
  memory)	
  copying	
  it	
  elsewhere	
  on	
  the	
  disk	
  or	
  overwriting	
  it.	
  	
  Boot	
  
viruses	
  load	
  into	
  memory	
  if	
  the	
  computer	
  tries	
  to	
  read	
  the	
  disk	
  while	
  it	
  is	
  
booting

◦ Program	
  Virus
◦ These	
   infect	
  executable	
  program	
  files,	
  such	
  as	
  those	
  with	
  extensions	
  
like	
   .BIN,	
  .COM,	
  .EXE,	
  .OVL,	
  .DRV	
  (driver)	
  and	
  .SYS	
  (device	
  driver).	
  These	
  
programs	
  are	
  loaded	
  in	
  memory	
  during	
  execution,	
  taking	
  the	
  virus	
  with	
  
them.	
  The	
  virus	
  becomes	
  active	
   in	
  memory,	
  making	
  copies	
  of	
  itself	
   and	
  
infecting	
  files	
  on	
  disk.
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Types	
  of	
  Virus
Types	
  of	
  Virus
◦ Multipartite	
   Virus
◦ A	
  hybrid	
  of	
  Boot	
  and	
  Program	
  viruses.	
  They	
  infect	
  program	
  files	
  and	
  when	
  the	
  infected	
  program	
  
is	
  executed,	
  these	
  viruses	
  infect	
  the	
  boot	
  record.	
  When	
  you	
  boot	
  the	
  computer	
  next	
  time	
  the	
  
virus	
  from	
  the	
  boot	
  record	
  loads	
  in	
  memory	
  and	
  then	
  starts	
  infecting	
  other	
  program	
  files	
  on	
  disk.
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Types	
  of	
  Virus
Types	
  of	
  Virus
◦ Stealth	
  Virus
◦ These	
  viruses	
  use	
  certain	
  techniques	
  to	
  avoid	
  detection.	
  They	
  may	
  either	
  redirect	
  the	
  disk	
  head	
  
to	
  read	
  another	
  sector	
  instead	
  of	
  the	
  one	
  in	
  which	
  they	
  reside	
  or	
  they	
  may	
  alter	
  the	
  reading	
  of	
  
the	
  infected	
  file’s	
  size	
  shown	
  in	
  the	
  directory	
  listing.

◦ Polymorphic	
  Virus
◦ A	
  virus	
  that	
  can	
  encrypt	
  its	
  code	
  in	
  different	
  ways	
  so	
  that	
  it	
  appears	
  differently	
  in	
  each	
  infection.	
  
These	
  viruses	
  are	
  more	
  difficult	
  to	
  detect.	
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Types	
  of	
  Virus
Types	
  of	
  Virus
◦ Macro	
  Virus
◦ A	
  macro	
  virus	
  is	
  a	
  new	
  type	
  of	
  computer	
  virus	
  that	
  infects	
  the	
  
macros	
  within	
  a	
  document	
  or	
  template.	
  When	
  you	
  open	
  a	
  word	
  
processing	
  or	
  spreadsheet	
   document,	
  the	
  macro	
  virus	
  is	
  activated	
  
and	
  it	
  infects	
  the	
  Normal	
  template	
  (Normal.dot)-­‐a	
  general	
  purpose	
  
file	
  that	
  stores	
  default	
  document	
  formatting	
  settings.	
  Every	
  
document	
  you	
  open	
  refers	
   to	
  the	
  Normal	
  template,	
  and	
  hence	
  gets	
  
infected	
  with	
  the	
  macro	
  virus.	
  Since	
  this	
  virus	
  attaches	
  itself	
  to	
  
documents,	
  the	
  infection	
  can	
  spread	
  if	
  such	
  documents	
  are	
  opened	
  
on	
  other	
  computers.
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Types	
  of	
  Virus
Types	
  of	
  Virus
◦ Active	
  X	
  /	
  Javascript	
  /	
  Java	
  Applet
◦ ActiveX	
  and	
  Java	
  controls	
  will	
   soon	
  be	
  the	
  scourge	
  of	
  computing.	
  Most	
  people	
  do	
  not	
  know	
  how	
  
to	
  control	
  there	
  web	
  browser	
  to	
  enable	
  or	
  disable	
  the	
  various	
  functions	
  like	
  playing	
  sound	
  or	
  
video	
  and	
  so,	
  by	
  default,	
  leave	
  a	
  nice	
  big	
  hole	
  in	
  the	
  security	
  by	
  allowing	
  applets	
  free	
  run	
  into	
  
there	
  machine.	
  There	
  has	
  been	
  a	
  lot	
  of	
  commotion	
  behind	
  this	
  and	
  with	
  the	
  amount	
  of	
  power	
  
that	
  JAVA	
  imparts,	
  things	
  from	
  the	
  security	
  angle	
  seem	
  a	
  bit	
  gloom.
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Worms
A	
  “self-­‐reproducing”	
  program	
  that	
  is	
  often	
  distinguished	
  from	
  a	
  virus	
  in	
  
that	
  it	
  copies	
  itself	
  without	
  being	
  attached	
  to	
  a	
  program	
  file,	
  or	
  by	
  
spreading	
  actively	
  over	
  computer	
  networks,	
  particularly	
  via	
  email

Usually	
  it	
  is	
  a	
  program	
  that	
  replicate	
  itself	
  without	
  the	
  use	
  of	
  a	
  host

It	
  can	
  hide	
  inside	
  other	
  files,	
  it	
  will	
  release	
  another	
  document	
  that	
  
already	
  has	
  the	
  worm	
  inside	
  that	
  file
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Trojan	
  Horse
A	
  trojan horse	
  is:
◦ unauthorized	
  code contained	
  within	
  a	
  legitimate	
   program
◦ performs	
  functions	
  unknown to	
  the	
  user
◦ a	
  legitimate	
   program	
  that	
  has	
  been	
  altered	
  by	
  the	
  placement	
   of	
  
unauthorized	
  code within	
  it

◦ It	
  does	
  not	
  replicate	
   itself	
  unless	
   it	
  is	
  invited	
  by	
  the	
  user	
  and	
  could	
  cause	
   loss	
  
or	
  theft	
  of	
  information
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Trojan	
  Horse
This	
  is	
  not	
  necessarily	
  a	
  virus,	
  but	
  simply	
  a	
  program	
  (often	
  harmful)	
  that	
  
pretends	
  to	
  be	
  something	
  else:
◦ A	
  program	
  that	
  pretends	
  to	
  be	
  a	
  windows	
  logon	
  interface
◦ A	
  program	
  that	
  pretends	
  to	
  be	
  “su”
◦ A	
  program	
  that	
  pretends	
  to	
  be	
  telnet
◦ All	
  of	
  the	
  above	
  try	
  to	
  get	
  your	
  passwords
◦ Similar	
  Trojan	
  horses	
  exist	
   for	
  telephone	
   systems,	
  too.	
  Trying	
  to	
  get	
  your	
  
phone	
  cards	
  PIN	
  numbers.
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Virus	
  Attacking	
  Example
LoveLetter	
  Virus
◦ Macros	
  virus	
  (VBS	
  /	
  Visual	
  Basic	
  Scripting)
◦ Infect	
  Windows	
  Scripting	
  Host	
  (WSH)	
  installed	
  machine	
  &	
  Outlook
◦ Send	
  through	
  email
◦ Overwrite	
  .jpg	
  .mp3	
  and	
  other	
  file	
  types
◦ Attempt	
  to	
  send	
  a	
  copy	
  of	
  itself	
  to	
  everyone	
  in	
  the	
  recipient’s	
  address	
  book

◦ Attachment	
  :	
  LOVE-­‐LETTER-­‐FOR-­‐YOU.TXT.VBS
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Other	
  Malicious	
  Codes
Code	
  Red
◦ Worms
◦ Attack	
  IIS	
  .ida	
  buffer	
  overflow	
  vulnerabilities
◦ A	
  special	
  string	
  in	
  the	
  HTTP	
  request	
  will	
  expose	
  the	
  vulnerability

Nimda
◦ Hybrid	
  (Worms	
  +	
  Email	
  Virus)
◦ Email,	
  Web	
  pages,	
  File	
  Systems	
  infection
◦ Can	
  the	
  name	
  and	
  copy	
  of	
  itself	
  to	
  the	
  systems	
  files	
  (trojan	
  horse)
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Other	
  Malicious	
  Codes
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Other	
  Malicious	
  Codes
Bugbear
◦ A	
  lot	
  of	
  variants
◦ Mass-­‐emailing	
  worm	
  as	
  an	
  attachment
◦ Email	
   itself	
  to	
  the	
  recipient	
  on	
  the	
  address	
  book
◦ Build	
  in	
  key-­‐logger	
  and	
  back-­‐door	
  listen	
  to	
  TCP	
  1080
◦ Attempt	
  to	
  terminate	
  security	
  software	
  process	
  (e.g.	
  antivirus,	
  firewall)
◦ Copy	
  itself	
  to	
  the	
  local	
  machine	
  file	
  systems	
  (especially	
   those	
  shared	
  files)
◦ Some	
  variants	
  has	
  its	
  own	
  email	
  engine
◦ Some	
  variants	
  spams	
  print	
  jobs
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Other	
  Malicious	
  Codes
SQL	
  Slammer	
  worms
◦ Target	
  on	
  Microsoft	
  SQL	
  2000
◦ Exploit	
  the	
  buffer	
  overflow	
  vulnerabilities
◦ UPD	
  1434
◦ Take	
  over	
  the	
  machine	
  and	
  resident	
  in	
  the	
  memory	
  only
◦ Scan	
  for	
  other	
  hosts

17/9/15 55COPYRIGHT	
  ©	
  RICCI	
  IEONG	
  FOR	
  UST	
  TRAINING	
  2015



Bank	
  Fraud
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Banking	
  Botnet	
  trojan
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Zeus	
  and	
  other	
  Bank	
  malware
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What	
  is	
  Zeus
Symantec	
  named	
  that	
  as	
  “King	
  of	
  the	
  Underground	
  Crimeware	
  toolkits”
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*  http://www.warezscene.org/old-­marketplace/614216-­zeuesta-­exploit-­pack-­v5-­0-­a.html
*  Statistics  from  Trusteer

Crimeware Kit
• Available	
  for	
  a	
  price	
  of	
  $3,500	
  or	
  $150
• Includes	
  bot	
  and	
  command	
  &	
  controls	
  (C&C)
• Bot-­‐propagation	
  methods	
  NOT	
  included
• Over	
  1000	
  detected	
  ZeuS hosts,	
  1000	
  URLS	
  
with	
  ZeuS.

• Signature	
  base	
  Anti-­‐virus	
  CANNOT	
  detect	
  all	
  
ZeuS
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How	
  Zeus	
  works?
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Zeus	
  configuration	
  files
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Zeus	
  configuration	
  files

17/9/15 62COPYRIGHT	
  ©	
  RICCI	
  IEONG	
  FOR	
  UST	
  TRAINING	
  2015



So	
  how	
  Zeus	
  works?
The	
  configuration	
  file	
  generate	
  the	
  bots

The	
  malware:	
  Zbot
◦ Steal	
  data	
  entered	
  into	
  browser	
  form	
  fields	
  (through	
  WinAPI of	
  wininet.dll	
   to	
  
intercept)

◦ Can	
  ex-­‐filtrate	
  stolen	
  data	
  for	
  criminal	
  use	
  in	
  real-­‐time
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What	
  Zbot	
  can	
  do?
Configure	
  and	
  change	
  
◦ proxy	
  server	
  settings
◦ local	
  DNS	
  settings

Using	
  the	
  polymorphic	
  encrypter to	
  generate	
  different	
  copies	
  of	
  itself.	
  

Capturing	
  
◦ certificates.	
  
◦ screenshots	
  of	
  the	
  affected	
  computers.	
  
◦ passwords	
  from	
  programs
◦ Data	
  content	
  from	
  any	
  form

Intercepts	
  virtual	
  keyboard

Removing	
  cookies	
  to	
  get	
  the	
  user	
  to	
  re-­‐enter	
  the	
  passwords.	
  

Perform	
  remote	
  control	
  commands.	
  

Block	
  users	
  from	
  accessing	
  some	
  web	
  sites

Adding	
  additional	
  fields	
  to	
  a	
  website	
  and	
  monitor	
  the	
  data	
  sent

Compromise	
  2-­‐factors	
  authentication	
  scheme	
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Where	
  are	
  Zeus	
  botnet?
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The	
  Marketplace
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Rootkits
Many	
  rootkits	
  are	
  trojan	
  horses	
  that	
  replace	
  system	
  files,	
  modules,	
  
functions	
  by	
  the	
  attacker’s	
  code

Very	
  dangerous
◦ You	
  can’t	
  trust	
  your	
  ls,	
  dir,	
  or	
  any	
  commands	
  or	
  programs	
  you	
  run	
  in	
  a	
  system

Numerous	
  rootkits	
  available	
  for	
  Unix,	
  a	
  few	
  for	
  windows.	
  Check
◦ http://packetstormsecurity.org/
◦ http://www.rootkit.com
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Spyware
Software	
  or	
  other	
  technology	
  that	
  aids	
  in	
  gathering	
  information	
  about	
  a	
  
person	
  or	
  organization	
  without	
  their	
  knowledge

Usually	
  attack	
  through	
  Internet	
  Explorer
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Spyware
Types	
  of	
  Spyware
◦ Adware
◦ Browser	
  Hijacker
◦ Browser	
  Plugin
◦ Bundled	
  Software
◦ Commercial	
   Keylogger
◦ Commercial	
  Network	
  Management	
  Tool
◦ Dialer
◦ Generic	
  Malware
◦ Remote	
  Administration	
  Tool
◦ Software	
  Application
◦ Trojan
◦ Virus
◦ Worm
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Spyware
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The	
  Modern	
  Malware
Designed	
  for	
  financial	
  gain

As	
  a	
  convert	
  channel	
  to	
  collect	
  
information

As	
  a	
  tool	
  that	
  brings	
  great	
  
economic	
  income

A	
  big	
  change	
  in	
  2008-­‐2009	
  
◦ Crimeware toolkits	
  are	
  targeting	
  to	
  
banks	
  customers

◦ CaaS – Crimeware as	
  a	
  service
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The	
  Malware	
  Story
In	
  the	
  past
◦ Mischief
◦ One	
  man	
  show
◦ Targeted	
  on	
  protocols
◦ Targeted	
  on	
  the	
  OS

Now?
◦ From	
  curiosity	
  to	
  financial	
  gain
◦ A	
  complete	
  business	
   process
◦ Targeted	
  to	
  application
◦ Ring3:	
  API	
  hooking
◦ Ring0:	
  SSDT	
  hooking
◦ Development	
  becomes	
  more	
  easier	
  
because	
  of	
  modulation
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Malware	
  is	
  an	
  living	
  organism
To	
  Survive
◦ Self-­‐started	
  (Trinity	
  dependency)

◦ Infect	
  the	
  file	
  system	
  and	
  start	
  up	
  a	
  process
◦ Configure	
  itself
◦ Ensure	
  start	
  up	
  next	
  time	
  by	
  set	
  up	
  auto	
  run

◦ Self-­‐restore	
  and	
  deletion	
  prevention	
  mechanism
◦ Keep	
  hidden	
  

◦ from	
  the	
  shell	
  (Windows	
  Explorer)
◦ From	
  the	
  process	
  list	
  (Task	
  Manager	
  or	
  Process	
  Explorer)

◦ Keep	
  stealthy
◦ No	
  obvious	
  abnormal	
  activities
◦ Collecting	
  and	
  transmission	
  of	
  privacy	
  information	
  through	
  convert	
  channel

◦ The	
  running	
  process	
  create	
  a	
  handle	
  on	
  the	
  file	
  to	
  protect	
  for	
  deletion
◦ Keeps	
  a	
  heart	
  beat	
  to	
  rewrite	
  the	
  files	
  and	
  registry	
  information	
  by	
  another	
  or	
  multiple	
  

processes
◦ Self	
  restoration	
  capability

◦ Malware	
  obfuscation	
  technique:	
  polymorphism,	
  metamorphic	
  and	
  software	
  
armoring	
  

◦ Need	
  stability	
  of	
  the	
  host	
  system	
  to	
  survive
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Malware	
  is	
  a	
  convert	
  channel	
  
to	
  collect	
  privacy	
  information
Identity	
  theft
◦ Stealing	
  online	
  passwords
◦ Email	
  account
◦ PIN	
  or	
  SIN
◦ Game	
  account

Theft	
  of	
  intellectual	
  property
◦ Customer	
  data
◦ Technology
◦ Trade	
  secret	
  and	
  other	
  proprietary	
  information

Stealing	
  of	
  financial	
  information	
  by	
  keylogger
◦ collect	
  credit	
  card	
  information
◦ To	
  authorize	
  online	
  purchases

Unauthorized	
  access
◦ Computing	
  power
◦ Use	
  of	
  storage	
  space
◦ Become	
  part	
  of	
  the	
  botnet
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How	
  traditional	
  antivirus	
  
works
Traditional	
  anti-­‐virus	
  used	
  pattern-­‐based	
  scanning.	
  The	
  technique	
  
involves	
  comparing	
  the	
  content	
  (binary	
  content)	
  against	
  the	
  known	
  
virus	
  pattern.	
  Techniques	
   including:
◦ Signature	
  scanning
◦ Heuristic	
  scanning
◦ Integrity	
  checking
◦ Activity	
  blocking
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Latest	
  attack	
  methods	
  through	
  
Web
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How	
  APT	
  works?
Advanced	
  Persistent	
  Threat	
  
(APT)
◦ Process	
  through	
  sophisticated	
  
techniques	
  using	
  malware	
  to	
  
exploit	
  vulnerabilities	
   in	
  systems

◦ Executed	
  through	
  command	
  and	
  
control	
  (C&C)	
  system.	
  
Continuously	
  monitor	
  and	
  
extract	
  data	
  from	
  specific	
  target
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Digital	
  Immune	
  System
The	
  digital	
  immune	
  system	
  is	
  a	
  
comprehensive	
  approach	
  to	
  
virus	
  protection	
  developed	
  by	
  
IBM	
  [KEPH97a,	
  KEPH97b,	
  
WHIT99]	
  and	
  subsequently	
  
refined	
  by	
  Symantec	
  [SYMA01]

The	
  system
◦ Gathers	
  data	
  from	
  large	
  
number	
  of	
  host-­‐based	
  and	
  
perimeter	
  sensors

◦ Relays	
  intelligence	
   to	
  a	
  central	
  
analysis	
  system

◦ Then	
  return	
  updated	
  
signatures	
  and	
  behavior	
  
patterns
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From	
  Computer	
  Security	
  Principles	
  and	
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Network	
  Attacks:
How	
  to	
  perform	
  
Network	
  Attacks
HACKER,	
   HOW	
  THEY	
   ATTACK	
   THEIR	
   TARGET?
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System	
  and	
  Network	
  Attack
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Database SQL injection 
and poisoning

Firewall 
penetration attack

Routing 
Information and 
path changing

Domain info leakage Web Code review and 
dynamic data change
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Hacking	
  into	
  Systems
Collect	
  information	
  about	
  the	
  machine

Collect	
  user	
  name

Collect	
  open	
  resources

Collect	
  passwords
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Network	
  scanning
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Port	
  Scanning
Different	
  types	
  of	
  Scanning
◦ Standard	
  scanning	
  methods
◦ Vanilla	
  connect	
  scanning
◦ Half-­‐open	
  SYN	
  flag	
  scanning

◦ Stealth	
  TCP	
  scanning	
  methods
◦ Inverse	
  TCP	
  flag	
  scanning
◦ ACK	
  flag	
  probe	
  scanning
◦ TCP	
  fragmentation	
  scanning

◦ Third-­‐party	
  and	
  spoofed	
  TCP	
  scanning	
  methods
◦ FTP	
  bounce	
  scanning
◦ Proxy	
  bounce	
  scanning
◦ Sniffer-­‐based	
  spoofed	
  scanning
◦ IP	
  ID	
  header	
  scanning
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Port	
  Scanning	
  – using	
  
SuperScan
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Port	
  Scanning	
  – using	
  Nmap
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Vulnerability	
  Scanning	
  – using	
  
Tenable	
  Nessus
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