Week 3 —
Network Hacking




Network Attack
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Attacks on each layer in OSI
model

OSI Model
> Application
Presentation -
- SSL DoS
- Session Hijacking  —— T - SSL MITM

- DNS Poisoning ——

Transport “II———— - TCP Flooding

- Ping Flood - UDP Flooding
- Portscanning L Network
* Fingerprinting - Packet sniffing
. Data Link - MAC Address
Keystroke Logging “}|_ Spoofing
Lockpicking —_— - VLAN Attack
| Physical

I Cutting Cable - M - ARP Cache Poisoning -




Security Issues in TCP/IP

Fundamental Design
o Communications are based on ports

° open and self discipline
> not for commercial uses

Software flaws
Insecure Operating Systems

Poor configurations
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Security Issues in TCP/IP

Plaintext protocol — Sniffing

Weak integrity — Injection, Poisoning

Connection-less — Spoofing

Weak authentication — Masquerading

Weak sessions — Hijacking, Spoofing, DoS, Man-in-the-middle
Weak routing — Source Routing, Re-routing

Weak Quality of Service — DoS

Non-standard implementation — fingerprinting
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Software flaw

Buffer Overflow

Out-of-Band data

bugs and vulnerabilities in the protocol stack
bugs in the browser and server

Software flaw can usually be fixed but can never be eliminated.
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Flooding &
Spoofing




Simple Spoofing (Non-blind)

IP-spoofing is the act of forging IP packets

> Non-blind spoofing (NBS) interferes a connection that sends
packets along the spoofer’ s subnet (so typically the spoofer

is on the same subnet as one of the 2 hosts being spoofed)

o Blind spoofing interferes with a connection that does not
send packets that the spoofer can sniff off. It is more difficult.

Spoofing may lead to connection being “hijacked ”.
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ARP Spoofing

Use arpspoof utility to ARP spoof the gateway of network

Poison a hosts ARP cache by setting the gateway’s MAC address to
broadcast address

Arpspoof —t x.x.x.x gateway.ip
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ARP Spoofing

Attacker mimics the ARP entry of the target host

E.g. the target host’s physical address:

Ethernet adapter UMware Network Adapter UMnet8:

Connection-specific DNS Suffix
Description . . . . . . . . . . . : UMware Uirtual Ethernet Adapter for

UMnet8
Physical Address. . . . . . . . . : 00-50-56-C0-00-08
Dhep Enabled. . . . . . . . . . . : No
IP Address. . . . . . . . . . . . : 192.168.230.1
Subnet Mask . . . . . . . . . . . 255.255.255.0
Default Gatewa :
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ARP Spoofing: Sending spoof
packets

@ Linux - [Ctrl-Shift-Alt-F3] - VMware Workstation M=
J File Edit Power Snapshot View Windows Help Lc

J a0 ’7@ | B snapshot B Revert |07 (2] 5

[rootBum_rh9 rootl#t arpspoof 192.168.238.1
B:c:29:25:16:e@ ff:ff:ff:ff:ff:ff 88606 42: arp reply 192.168.238.1 is-at
25:16:e08

:16:e@ ff:ff:ff:ff:ff:ff 8806 42: arp reply 192.168.238.1 is-at

:16:e@ ff:ff:ff:ff:ff:ff 8886 42: arp reply 192.168.2308.1 is-at
:16:eB ff:ff:ff:ff:ff:ff B8B6 42: arp reply 192.168.238.1 is-at
:16:eB ff:ff:ff:ff:ff:ff 8806 42: arp reply 192.168.238.1 is-at
:16:eB ff:ff:ff:ff:ff:ff B8B6 42: arp reply 192.168.238.1 is-at

B:50:56:cB:8:8 ff:ff:ff:ff:ff:ff 8886 42: arp reply 192.168.238.1 is-at B:58:
cB:0:8

B:50:56:cB:8:8 ff:ff:ff:ff:ff:ff 8886 42: arp reply 192.168.238.1 is-at B:508:
ch:0:8

B:50:56:cB:8:8 ff:ff:ff:ff:ff:ff 8886 42: arp reply 192.168.238.1 is-at B:58:
cB:0:8

[rootBum_rh9 rootl# _

o=
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ARP Spoofing: Victim

& Redhat 6.2 - [Ctrl-Shift-Alt-F2] - VMware Workstation =101 %1

J File | Edit Power Snapshot View Windows Help

J i ’7@ | & snapshot [Frevert |0 k] (B

Redhat 6.2

192.168.238.1 ping statistics ——-

1 packets transmitted, 1 packets received, W%Z packet loss
round-trip min‘avg/max = 3.4/3.4/3.4 ms
[root@hp_linux /rootl# arp -a

? (192.168.2308.1) at 8B:50:56:C0:80:88 [ether] on ethB

? (192.168.2308.2) at AB:58:56:EA:FA:B7 [ether] on ethB

Lroot@hp_li1nuX /rootI# arp -d

arp: need host name

[root@hp_linux /rootl# ping 192.168.2308.1

PING 192.168.238.1 (192.168.230.1) from 192.168.238.132 : 56(84) bytes of data.

-—— 192.168.238.1 ping statistics ——
1 packets transmitted, 8 packets received, 188% packet loss

[root@hp_linux /rootl# arp -d DO you See the

arp: need host name .
[root@hp_linux /rootl# ping 192.168.2368.1 dlff_?
PING 192.168.238.1 (192.168.238.1) from 192.168.2308.132 : 56(84) b

-—— 192.168.238.1 ping statistics ——

4 PSRN PO RN TEETOTTOR R X Y- | [ 7 EEECNEWEN PP RPN R Y- |
[root@hp_linux /rootl# arp -a

? (192.168.2308.1) at 88:8C:29:25:16:E8 [ether] on ethB
? (192.168.2308.2) at 88:58:56:EA:FA:B7 [ether] on ethB
[root@hp_linux /rootl# _
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ARP Spoofing Autopsy

@ <capture> - Ethereal =10l x|
File Edit View Capture Analyze Help
a ]
A E R R EE RS EES
No. Time Source Destination Protocol | Info B
2 0.000639 00:0c:29:dd:d1:95 00:50:56:c0:00:08 ARP 192.168.230.132 is at 00:0c:29:dd:d1:95
3 5.043892 00:0c:29:dd:d1:95 00:50:56:ea:fa:b7 ARP Who has 192.168.230.2? Tell 192.168.230.132
4 5.043932 00:50:56:ea:fa:h? 00:0c:29:dd:d1:95 ARP 192.168.230.2 is at 00:50:56:ea:fa:b7?
5 5.997925 00:0c:29:dd:d1:95 00:50:56:c0:00:08 ARP Who has 192.168.230.1? Tell 192.168.230.132
6 5.997943 00:50:56:c0:00:08 00:0c:29:dd:d1:95 ARP 197 168.230.1 is at 00:50:56:c0:00:08 -
7 5.494561 00:0c:29:25:16:e0 ff:ff:ff:£f:££: £f ARP 192.168.o0 —_“= at 00:0c:29:25:16:e0
9 12.51020; 00:0c:29:25:16:e0 ff:ff:ff:ff:ff:£f ARP 192.168.230.1 is at /
| 3
[H Frame 1 (42 bytes on wire, 42 bytes captured) L
B Ethernet II, Src: 00:50:56:c0:00:08, Dst: ff:ff:ff:ff:ff:ff
Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:£f:£f)
Source: 00:50:56:c0:00:08 (00:50:56:c0:00:08) =
Type: ARP (0x0S06) 4
|N
0000  f£f £ff £f £f £ff £f 00 S0 S6 cO 00 08 08 06 00 01  ....... P ¥......: Ky
0010 08 00 06 04 00 01 00 S50 56 cO 00 08 cO a8 e6 01 ....... P W enanns
00z0 00 OO OO0 OO OO 00 cO &8 e6 84  L.oi.ee..
/

Fitter:||




Denial of Services
Attack




What is Denial of Services
Attack

In computing, a denial-of-service attack (DoS attack) or distributed
denial-of-service attack (DDoS attack)is an attempt to make a machine
or network resource unavailable to its intended users
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Denial of Services

Syn Flooding (e.g. synflood.c)
o ATCP connectionrequest (SYN) is sent to the target computer

° The source IP address in the packet is "spoofed" or replaced with an address
that is not in use on the Internet, or that belongs to another computer

o An attacker will send many of these TCP SYNs to tie up as many resources as
possible on the target computer
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Denial of Services (Cont.)

SYN

SYN/ACK

SYN/ACK >
A—
i




Denial of Services (Cont.)

SYN
SYN
SYN

i

SYN _—

w B
P




From DoS to DDoS Attacks
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Business Continuity
Planning ana
Disaster Recovery
Planning




Business Continuity
Management Overview

Definition (1ISO 27031):

o Business continuity management (BCM)— holistic management process that
identifies potential threats to an organization and the impacts to business
operations whose threats, if realized, might cause, and which provides a
framework for building organizational resilience with the capability for an
effective response that safeguards the interests of its key stakeholders,
reputation, brand and value-creating activities

° Business continuity plan (BCP) — documented procedures that guide
organizations to respond, recover, resume, and restore to a pre-defined level
of operation following disruption
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Disaster Recovery Plan

Definition (1ISO 27031)

o |CT disaster recovery (Disaster Recovery or DR) — ability of the ICT elements
of an organization to support its critical business functions to an acceptable
level within a predetermined period of time following a disruption

° |CT disaster recovery plan (ICT DRP or DRP) — clearly defined and
documented plan which recovers ICT capabilities when a disruption occurs
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QMe.mare key terms

o minimum business continuity objective (MBCO) — minimum level of services and/or
products that is acceptable to the organization to achieve its business objectives
during a disruption

° recovery point objective (RPO) — point in time to which data must be recovered
after a disruption has occurred

° recovery time objective (RTO) — period of time within which minimum levels of
services and/or products and the supporting systems, applications, or functions
must be recovered after a disruption has occurred

“Lost data” RPO RTO
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Business continuity framework
from ISO 27031

BCM ICT Desired
Framework Output Outcome
III BCM Components
I:' ICT
e i Response >
D impact analysis and g.
Recovery 8
Strategy (,'z
El ! S Policies | Processes | People | . 16T §
§ Tests and exercises E_E'
] ICT Risk 2
ki Reduction <
III Program ContrOIS
Man. gomon: and
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Business Continuity Planning
Overview

1. Business Impact Analysis
° What is BIA?
> Objectives of BIA
o Techniques

2.  Strategy Formulation
o Results of BIA

> Risk Against Probability
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Business Continuity Planning
Overview (Cont.)

3. Plan Develop
o Contents of the Plan

4.  Plan Implementation and Testing
° Implementation Barriers

° Why Testing ?
o What Kinds of Testing ?

5. Maintenance
> Why BCP Maintenance ?

o Revision Focus
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Exploitations
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Exploits and Metasploits
EXPLOIT

nsf > show

show all show encoders  show nops show payloads  show post
show auxiliary show exploits show options show plugins

4 msf > show exploits
|

Exploits

Name Disclosure Date Rank Description
HOME GHDB ABOUT REMOTE CA )OS SHELLCODE b
aix/local/ibstat_path 2013-09-24 excellent ibstat $PATH Pr|
ivilege Escalation
aix/rpc_cmsd_opcode2l 2009-10-07 great AIX Calendar Ma
nager Service Daemon (rpc.cmsd) Opcode 21 Buffer Overflow
aix/rpc_ttdbserverd_realpath 2009-06-17 great ToolTalk rpc.tt
dbserverd _tt_internal_realpath Buffer Overflow (AIX)
" android/browser/samsung_knox_smdm_url 2014-11-12 excellent Samsung Galaxy
Do you want to be a Professional Jxwx mdroid erovser rce
android/browser/webview_addjavascriptinterface 2012-12-21 excellent Android Browser
and WebvView addJavascriptInterface Code Execution
android/fileform dobe_reader_pdf_js_interface 2014-04-13 good Adobe Reader fo
r Android addJavascriptInterface Exploit
android/local/futex_requeue 2014-05-03 excellent Android 'Towelr
oot' Futex Requeue Kernel Exploit

-
I he Ex IOIt Database apple_ios/browser/safari_libtiff 2006-08-01 good Apple 10S Mobil
eSafari LibTIFF Buffer Overflow

apple_ios/email/mobilemail_libtiff 2006-08-01 good Apple 10S Mobil
. . . . eMail LibTIFF Buffer Overflow
The Exploit Database (EDB) - an ultimate archive of exploits an( apple_ios/ssh/cydia_default_ssh 2007-07-02 excellent Apple i0S Defau

. s . : .1t SSH Password Vulnerability
penetration testers, vulnerablllty researCherS! and security addict bsdi/softcart/mercantec_softcart 2004-08-19 great Mercantec SoftC

i i j i art CGI Overflow
submittals and mailing lists and concentrate them in one, easy to ng dialup/multi/login/manyargs 2001-12-12 good System V Derive
d /bin/login Extraneous Arguments Buffer Overflow
firefox/local/exec_shellcode 2014-03-10 normal Firefox Exec Sh
ellcode from Privileged Javascript Shell
: freebsd/ftp/proftp_telnet_iac 2010-11-01 great ProFTPD 1.3.2rc
I\ | 3 - 1.3.3b Telnet IAC Buffer Overflow (FreeBSD)
freebsd/local/mmap 2013-06-18 great FreeBSD 9 Addre
Date Description ss Space Manipulation Privilege Escalation
freebsd/misc/citrix_netscaler_soap_bof 2014-09-22 normal Citrix NetScale
2014-06-01 r SOAP Handler Remote Code Execution
freebsd/samba/trans2open 2003-04-07 great
2014-05-30 - n Overflow (*BSD x86)
freebsd/tacacs/xtacacsd_report 2008-01- average
2014-05-28 () Buffer Overflow
freebsd/telnet/telnet_encrypt_keyid 2011-12 great FreeBSD Telnet
2014-05-27 Service Encryption Key ID Buffer Overflow
hpux/1pd/cleanup_exec 2002- excellent HP-UX LPD Comma

2014-05-26
2014-05-21
2014-05-21
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Exploits and Vulnerability
Database

https://www.exploit-db.com

https://github.com/offensive-security/exploit-database (SearchSploit
for Exploit-db.com)

http://www.securityfocus.com (Bugtraq ID)

http://packetstormsecurity.com

http://www.cvedetails.com (CVE)

https://cve.mitre.org/cve/index.html| (CVE)

http://www.rapid7.com/db/vulnerabilities (from Rapid 7)

http://www.rapid7.com/db/modules (Modules for Metasploit)

http://www.tenable.com/pvs-plugins (Tenable Nessus)
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Exploits (Recent cases

Internet Explorer vulnerabilities

StageFright

Thunderstrike 2

L e e e e

“Thunderstrike 2” rootkit uses Thunderbolt
accessories to infect Mac firmware
[Updated]

Problems remain, but Macs running 10.10.4 and up aren't "trivially vulnerable.”

by Andrew Cunningham - Aug 6, 2015 3:51am CST
(45 |

Credit: CSO staff

The patch fixes a security hole that lets an attacker run
malicious code remotely

\ a By Blair Hanley Frank [ FoLLow |
¥ }= \ o ¢ ING News Service | Aua 18 2015 3:36 PM PT
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Metasploit

msf exploit(

Exploit Commands

Description

Check to see if a target is vulnerable
exploit Launch an exploit attempt
rcheck Reloads the module and checks if the target is vulnerable
rexploit Reloads the module and launches an exploit attempt

msf exploit(

msf exploit(

Exploit targets: msf exploit(

Id Name Compatible Payloads msf exploit( ) >

Module options (exploit/windows/smb/ms@9_05@_smb2_negotiate_func_index):
Windows Vista SP P (G _050_smb2_neg _func_; )

Name Current Setting Required Description
generic/custom
generic/debug_trap
generic/shell_bind_tcp
generic/shell_reverse_tcp
generic/tight_loop
windows/adduser Exploit target:

RHOST The target address
RPORT 445 The target port
WAIT 180 The number of seconds to wait for the attack to complete.

Id Name

s oy GHTET TR SR D B SRR TR 6L s




Metasploit

=) Penetration Testing : Crash Windows7Using ¢ o>
Metasploit and Remote Desktop
Connection Vulnerahility

Posted: July 24, 2014 in Uncategorized

i T2LD0AE w CO00O00R w D000 )
\ Le & \
1 .

https /] mformatlontreasure wordpress com/ 2014 /07 /24 /penetration-
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DNS

DNS Attacks
> DNS Spoofing
> DNS Response Flooding
> DNS ID hacking
> DNS cache poisoning
° Information Leakage
> DNS Server Exploitation
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Malicious Code,
Virus Attack and
Program Code ==

=




Top 10 Virus (Aug 2011
McAfee Security World Virus Map - Viruses by Co @: Efox = :’i%m

.0"’ B s 9 PR @ @ e 2l
| S) | l Go to a Web Site 8 Mot ot | Outarg Ntet o M et o 3 Wb M Tl W | Dt o Comp. "

Top10 detections (Yesterday)
The fM0Nng Graph LhOws WaCH sers T Most POPUAR MUl 1or 3 Sen receind ANd Getecind Dy 31 wast
e arVLS yesierSay

g o e o T B P
Bl Edt Yw Hugtoy Bockmards Joch Hep

Asia - Past 30 days
2 Virus Name Inf

MO\ a0

B

. 0 > . S ¥ bty NOOALIM securty, re ki B Ok ¢
- S
l JSEX ]01'[ BO 18 Most Visned | Getting 2ated 7 Latest Headbnes 1] Gad: [mail &) RRpp——
M T SOy PO - O T T T T
2. Exploit-PDF _q.gen!stream . Aoticesons | Parostsl Cont .
A v . Latest Risk S—
3. Generic.dx e ,,_' :
el Ssywe's . 1 O VT
4. Genericlatr S : oty aried e — s
—_— . Prishing Securtty Assessment Tool S
5. W32/Conficker. worm!inf S Omer s oo ot
. Cyarcrme -
6. Artemis!4B15346DD4DA M- — i i e s
Adware » _X 1), ‘_
7. Artemis!46178973FF0A — Adware Adware Irz21Pe33 07101
- Sgyware S 06201
8. Generic.dx!wmm 207 scton i etse oner otz
. _:?'m" Omer 06212011
9. Suspicious [Frame.d et b ety i oszv2em
Vi rest ReveesiTies * Oner O&2w2om
10. Adware-OpeuCandvdIl r::::: _:: ;:_(: Mizhamng Aeplcason
Destp ’ Aoware 05102011
Gicasary ’ Nizhating sgplicaton NacProteco 051a20m
Hackzol nos otmaon
Nisheasng fAgplicadon MACDwin=der
Worm » carmtyfig b Orphaning

x [216.49.90.122 |

Nishatng sgplicaton Chan Thad rssd oNx2em
Polertialy Lvwanted Azp F st 1ty os22m
x Fnd &op & bet £ Previewn & Highlight gt Matghcase L Reached end of page, contnued from sop

ASMIS  GL305173 G W Sus-lvo-Syme.
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Document related Exploits

O blog.trendmicro.com

IB] Snapshot of Exploit Documents for April 2012
] 1938 pn (UTCT) | by Ryan Fioses (Sasior Tasest Resesrcrer
m L4 = WTweet & 1 |
Targeted aacks that aré part of APT campaigns commony Use Saplok documsnts in their 5003l snginaering ploy
These exploft doosments serve as unassuming camers of the altacker’s payload malware into the target's E merging
COMPUNET. SINCe aaplodt documants are one of the first arival veciors of APT malware, 3 lile knowsaags of the most
Mobile Threats
@ploted software and vwuinerabiity will go a long way In removing low hanging securily holes within one's
organizaton
Taking data from exploit documents gathered last Apnl, we can see hat he most explobed MS Office software s Library Fie in Cartain Androed Apps
NS Word Connacts 10 CAC Sanvers
Packets in
W Excel ZTE N Scores 8 Backooor
» Office Vulnerabiity
u Powerpoint Beta Version of Spytool App for
MS Messages
»Word el
Rogue Farm Franzy 3 for Android
Unearthed
For mformaten o8 ol mobie Treats and otver
sacurty raks. see MoDRe Thraal Informal
Hub an the Trend Micro Threat Escyciopedia
9.54%
Popular Pg
Powerpoint
.18%
ges, Instant Messengers
Figure 1. Most exploted MS Software for April 2012
Trend Micro Parnecs with F acebook
Wit & Means for Users
The big reason for this Is hat wo of the most reflable esplods used by atackers targeted CVE-2010.3333 and CVE
LY 20 &3 < et Iy e ants in CMC nopr Sanas. i
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OS, Browser, Apps
vulnerability (Oct 2012

INDUSTRY-WIDE VULNERABILITY DISCLOSURES

17/9/15
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Content of Spamming
message (Oct 2012
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Malicious Code
and Virus Attack




Outline

Types of Virus
o What is Virus ?
o Types of Virus ?

Sources of Virus
o Indications of an Infection

Defending Strategies
o Technical Mechanisms

° Managerial Mechanisms

System Patching
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Virus Characteristics

a computer virus is a computer program
o Parasitism

> Replication

o Concealment
> Payload

o Polymorphism
o Stealth
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Virus — a brief history

Don’t know exactly when it starts

1971:Creeper wormon DEC PDP-10

1983:vdon VAX 11/750, Fred Cohen, Len Adleman
1980s: Real viruses were initiated by in Apple Il
1986: BRAIN, an early PC.com infector

1988: Morris Worm, a UNIX internet worm

1990: Polymorphs—Whale, with 30 different forms
1990: Multiparites — Flip/Omicron from Bulgaria
1995: MS Office Macro Viruses, the Wm.Concept
1998: CIH, on its trigger date, rewrite the BIOS
1999: Melissa and Happy99, self mailed

2000: 1 Love YOU, the vb virus
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Types of Virus

Types of Virus
> Boot Virus

° |t replaces the boot record program (which is responsible for loading the
OS in memory) copying it elsewhere on the disk or overwriting it. Boot

viruses load into memory if the computer tries to read the disk while it is
booting

° Program Virus

> These infect executable program files, such as those with extensions
like .BIN, .COM, .EXE, .OVL, .DRV (driver) and .SYS (device driver). These
programs are loaded in memory during execution, taking the virus with

them. The virus becomes active in memory, making copies of itself and
infecting files on disk.

17/9/15
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Types of Virus

Types of Virus
o Multipartite Virus

> A hybrid of Boot and Program viruses. They infect program files and when the infected program
is executed, these viruses infect the boot record. When you boot the computer next time the
virus from the boot record loads in memory and then starts infecting other program files on disk.
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Types of Virus

Types of Virus
o Stealth Virus

° These viruses use certain techniques to avoid detection. They may either redirect the disk head
to read another sector instead of the one in which they reside or they may alter the reading of
the infected file’s size shown in the directory listing.

o Polymorphic Virus

o Avirus that can encrypt its code in different ways so that it appears differently in each infection.
These viruses are more difficult to detect.
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Types of Virus

Types of Virus

o Macro Virus

(e}

17/9/15

A macro virus is a new type of computer virus that infects the
macros within a document or template. When you open a word
processing or spreadsheet document, the macro virus is activated
and it infects the Normal template (Normal.dot)-a general purpose
file that stores default document formatting settings. Every
document you open refers to the Normal template, and hence gets
infected with the macro virus. Since this virus attaches itself to
documents, the infection can spread if such documents are opened
on other computers.
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Types of Virus

Types of Virus
o Active X / Javascript / Java Applet

o ActiveX and Java controls will soon be the scourge of computing. Most people do not know how
to control there web browserto enable or disable the various functions like playing sound or
video and so, by default, leave a nice big hole in the security by allowing applets free run into
there machine. There has been a lot of commotion behind this and with the amount of power
that JAVA imparts, things from the security angle seem a bit gloom.
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Worms

A “self-reproducing” program that is often distinguished from a virus in
that it copies itself without being attached to a program file, or by
spreading actively over computer networks, particularly via email

Usually it is a program that replicate itself without the use of a host

It can hide inside other files, it will release another document that
already has the worm inside that file
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Trojan Horse

A trojan horse is:
> unauthorized code contained within a legitimate program
o performs functions unknown to the user

° alegitimate program that has been altered by the placement of
unauthorized code within it

° |t does not replicate itself unless it is invited by the user and could cause loss
or theft of information
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Trojan Horse

This is not necessarily a virus, but simply a program (often harmful) that
pretends to be something else:

o A program that pretends to be a windows logon interface

(o]

A program that pretends to be “su”

O

A program that pretends to be telnet

o

All of the above try to get your passwords

o

Similar Trojan horses exist for telephone systems, too. Trying to get your
phone cards PIN numbers.

17/9/15 COPYRIGHT © RICCI IEONG FOR UST TRAINING 2015




Virus Attacking Example

LovelLetter Virus
> Macros virus (VBS / Visual Basic Scripting)
° Infect Windows Scripting Host (WSH) installed machine & Outlook
> Send through email

o Overwrite .jpg.mp3 and other file types
o Attemptto send a copy of itself to everyone in the recipient’s address book

o Attachment : LOVE-LETTER-FOR-YOU.TXT.VBS
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Other Malicious Codes

Code Red
> Worms

o Attack IS .ida buffer overflow vulnerabilities
o A special string in the HTTP request will expose the vulnerability

Nimda
o Hybrid (Worms + Email Virus)
° Email, Web pages, File Systems infection
> Can the name and copy of itself to the systems files (trojan horse)
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Other Malicious Codes

¥ Iz 4= - Outlook Express Q@|
CWEE REE WwRG ITAD B HEW >

¥ . & & o8 & X = . W B .

: B E EIE 2HEE 163 FIED R ERE B SEEREE Fi
= PR
EHIF x\[v 8 v = T KRR A
I‘S;l Outlook Express bl
=6 FHEEHR < | &
o WP (17) FEE: #Beryl_Chan WY PFE: hkcheung@bigfoot.com
@ FHE T'5: Worm Klez.E immunity &
B TR
(3 WRREIBPE (25) Klez.E is the most common world-wide spreading worm.It's very dangerous by
QA cormpting your files.

Because of its very smart stealth and anti-anti-virus technic,most common 4V software
can't detect or clean it.

We developed this free immunity tool to defeat the malicious virus.

You only need to run this tool once,and then Klez will never come into your PC.
NOTE: Because this tool acts as a fake Klez to fool the real worm,some 4V monitor
maybe cry when you run it.

If so,Ignore the warning,and select 'continue’.

If you have any question,please mail to me.

Warning : CAQBMOER.pif was infected with the malicious virus WORM_KLEZ.H and
has been passed. Note: The attachment that "HAS BEEN PASSED" was infected with
non-cleanable virus. Open such an attachment is NOT recommended.

EEAQ v x|
687 H1ERPE » 17 $15 R REE = 42 FTiE
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Other Malicious Codes

Bugbear
o A lot of variants

o

Mass-emailing worm as an attachment

[e]

Email itself to the recipient on the address book
Build in key-logger and back-door listen to TCP 1080
Attempt to terminate security software process (e.g. antivirus, firewall)

(@)

o

(@)

Copy itself to the local machine file systems (especially those shared files)

o

Some variants has its own email engine

[¢)

Some variants spams print jobs
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Other Malicious Codes

SQL Slammer worms

o Target on Microsoft SQL 2000
Exploit the buffer overflow vulnerabilities
UPD 1434

Take over the machine and resident in the memory only

o

[e]

(@)

o

Scan for other hosts
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Banking Botnet trojan

Security | LANs & WANs ' VolP | Infrastructure Mgmt = Wireless = Software

Anti-Malware | Compliance & Regulation | Cybercrime | Desktop Firewvall fHost IPS | Enterprise Fireweall £ UTM

Botnet-controlled Trojan robbing online bank
customers

Security firm says malware targeting commercial customers helieved to have come from Russia
By Ellen Messwer , Metwors Wodd | 12/13/2007
Share/Email

Tweet This G:JZ Comments @Pfint .~ Newsletter Sign-Up

A new variant on the "Prg Banking Trojan" malware discovered in June is stealing funds from
commercial accounts in the United States, United Kingdorm, Spain and Italy with a botnet
called Zbot, says Atlanta-based SecureVWorks.

"It's heen very successful since we've first seen this at the end of November," says Don
Jackson, senior security researcher at SecureWorks, which believes the Prg Trojan variant is

designed by the Russian hackers group known as Russian UpLevel working with some
German affiliates.

"The Trojan has the ability to use a man-in-
the-middle attack, a kind of shoulder-surfing when
someone logs into a bank account. It can inject a
request for a Social Security number or other
information, and it's very dynamic. It's targeted for
each specific bank."

White Paper

Server Refresh: Making Good
Business Sense: Download now

SecureVWorks says about a dozen banks -- which it wouldn't identify because it says the U.S.
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@B Refine your Google search

Your search on ""bank trojan"" also vielded
these Networkworld results.

@ Nasty banking Trojan makes mules of victims
A sophisticated Trojan horse program designed to empty
bank accounts has a newy trick up its sleeve: it lies to
investigators...
October 6, 2009

@ Do phishers have more poles in the water?
Are phishing aftacks going up or down? The answer
depends on who you ask.

September 28, 2009

@ The Internet is now like the Wild West: IBM
consultant
"The Internet has finally taken on the characteristics of the
Wild West where no one is to be trusted," said Sukhdev...
September 10, 2009

@ Researcher reveals massive "professional thieving'
botnet
A nasty piece of malware that's infected up to a million PCs is
stealing financial information from consumers and
husinesses...
July 29, 2009




/eus and other Bank malware
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Dan Kaplan Octoher 29, 2009

Anather email attack leveraging Facebook is pummeling inboxes this

week, according to researchers.

This one tries to steal passwords and, even more concerning,
spreads the insidious Zeus, or Zbot, trojan to victim machines,

according to experts at email protection vendor AppRiver.

The phony messages claim that Facebook is deploying a new login
system to offer users more features and security. Users are
encouraged to click on a link, which purportedly takes them to a site
where they can update their account.

The attackers, however, proceed to rip off users' Facebook
passwords by tricking them into "logging in." If users follow the bait,
they then are brought to a page that prompts them to install an
"update tool," which actually is the Zeus trojan, a particularly harmful
piece of malware that is known for stealing bank account information

from its victims.

<
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Facebook scam email tries to spread Zeus bank trojan
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RELATED ARTICLES

« Facebook spam has trojan

« Zeus phishing wave targets
Outlook¥eh Access users

« Zhot evades most anti-virus
programs

« Black Hat: Clampi hanking trojan
spreading rapidly

- Fake IRS email spam continues
to strike users

RELATED LINKS
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ESET says, “time’s up.”
Get more info here.

- Red Condor
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- Festi hotnet appears
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What is Zeus

Symantec named that as “King of the Underground Crimeware toolkits”

Crimeware Kit

* Available for a price of $3,500 or $150

* Includes bot and command & controls (C&C)

e Bot-propagation methods NOT included

e Over 1000 detected ZeuS hosts, 1000 URLS
with Zeus.

e Signature base Anti-virus CANNOT detect all
ZeuS

Financial Malware Distribution

® Others

u Zeus

* http://www.warezscene.org/old-marketplace/614216-zeuesta-exploit-pack-v5-0-a.html

* Statistics from Trusteer
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How Zeus works?

Zeus :: Bots
Information:
Profile:
GMT dte: Countries:[  Jeempo's:[ ]
GMT time:
Botnets: [ | s ]
Statistics:
Summary Type: { Outside NAT V|| Apply
Qutside NAT
Botnet:

— Online bots

Rermote cormmands

Logs:
Search
Search with template
Uploaded files

Inside NAT
An
Proxy|Screenshot|Online time

Result:

[#|comp1D|ver/Botnet]1P[Country|socks)

Empty

Logout

Zeus$ :: Logs search
Information:

Profile:
GMT date:
GMT time:

Statistics:

Summary

Botnet:
Online bots

Remote commands

Logs:
— Search
Search with template
Uploaded files

Logout

17/9/15

Search filter

From date (dd.mm) [--.--.-- % |to date [--.--.-- |

countriesi[  Jeompotsi[ ]
potnetsi [ ] ows[ ]

Query: | I

type:

D Case HTTP

D Excly HTTPS slow)

HTTR/HTTPS

D Don' FTP s

POP3
Reset | Grabbed data

Protected Storage

IE history

Other
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s configuration files

ogin.h
ogin.
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/eus configuration files

. e-0o0

Orms>

S510N. Cg1¥ GL

engtn= "

ATM PIN
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So how Zeus works?

The configuration file generate the bots

The malware: Zbot

o Steal data entered into browser form fields (through WinAPI of wininet.dll to
intercept)

o Can ex-filtrate stolen data for criminal use in real-time
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What Zbot can do?

Configure and change
° proxy server settings

> local DNS settings
Using the polymorphic encrypter to generate different copies of itself.

Capturing
o certificates.
> screenshots of the affected computers.
o passwords from programs
o Data content fromany form

Intercepts virtual keyboard

Removing cookies to get the user to re-enter the passwords.
Perform remote control commands.

Block users from accessing some web sites

Adding additional fields to a website and monitor the data sent

Compromise 2-factors authentication scheme
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Where are Zeus botnet?

) abuse.ch ZeuS Tracker :: ZeuS Tracker - ) abuse.ch Zeu$ Tracker :: ZeuS Tracker - Mozilla Firefox N = Il:llll
Fle Edit View History Bookmarks \_(al' Fle Edit View History Bookmarks Yahoo! Tools Help
SRS~ C' X G | € )2 A c x Ry B R https:ffzeustracker, abuse. chmonitor php?filter=online [S SR I-(','vl crimeware zeus D
(2] Mast visited [V Welcome to Gmail ! Yal (5] Most Visited [M] Welcome to Gmal €! Yahoo! Mai - The be... | | Department of Comp... & CityU WebMail 2.0 | | Microsoft Outiook W... | | OSVDE: The Open S.. »
Proy: |None 'I V' Apply Status: proyy: INone vl ' Apply Status: Using None P Manage Proxies ) Preferences Proxy: INone I v Apply o Edit Vo) Remove [ ] Add Status
4 bploi... | mLUCkVSDlDI | tpinside the. |+ - spioi... | [l Luckyspioi.. | £p Inside the.. | *§ crimeware.. | 9 Zeus, king.. | () DanchoD... | V7 Modified z.. | (5) Toasty: B.. | ¥ Crimeware...| B abuse... &8 | | = -
| search N
Browse: Zeu$S binaries | ZeuS configs
Set a filter for the list below: online ZeusS hosts | offline ZeuS hosts | ZeuS hosts with files online | all J
E) subscribe this list via RSS feed
Zeus Tracker :: monitor __--___-_
) baycreekhosting.com 2009-11-16 17:21:39 2| BRG0G0 70.57.94.162  [iotiistedl ™= 21844
The Zeus Tracker monitors the ZeuS h -
the associated files / URIs once a day ¢ suoerdeuerfdd .com 2009-11-16 10:37:57 4 NN NGO 0.01.191.156  fiGENistEd) 21219
Zeus domains which are bullet proof he cryaboutmeasure.su 2009-11-16 09:22:02 4 (e IS ¢1.156 242119 [icthistedl B 4s37
There are total 1046 Zeus hosts (52¢ taipeifubonban.info 2009-11-1517:07:39 4 (RS I <¢ 11514654 figtiistedl %= 21840
the ZeuS Tracker database. avisuallandscaping.com 2009-11-15 15:20:36 4 -_ 67.220.197.3 _ E 18450
Below you can see ALL ZeuS host whic jamesharbour.net 2009-11-15 12:17:41 4 (G OGN 74 200.69.226  [gtlistedl "= 14383
Zeus hosts. ] ) newroup.com 2009-11-15 11:21:54 4 NG B 21051 166.222 Wetiistedl H 9929
Every ZeuS host will be tagged with a | atoSenna.it 2009-11-15 11:16:06 200 NS SN 105 15024771 Wothstedl 01 ssiz
asiadomens.su 2009-11-15 11:14:31 4 [Eine W 2225514260  fiothistedl B 9304
redrighthand.cn 2009-11-15 11:06:46 4 [NINE 00 55.133.113.14  otlhistedl ™ 13237
echobravo.zapto.org 2009-11-15 10:59:50 4  [NINE 0 o1.121.95.129  Wetlistedl NN 18276
ukeallcentercareers.com 2009-11-15 09:20:45 4 NS DR ¢1.165.57.13c  fNothstedl M 4134
cacallcentercareers.com 2009-11-15 09:20:34 4 (NG I o1 15557135 Wotiistedl B 4134
Here you can search for a MDS hash, a pxcallcentercareers.com 2009-11-15 09:20:24 4 NG B ¢1.155 5713 [otlisted) I 4134
crferari.info 2009-11-15 08:58:154 (NS N 124 .217.229.32 Mothsted] <  4sszg
search I zvonesryv.cn 2009-11-15 08:53:50 4 e IS 210.51.166.214 fNothsteal M 9929
o ) autosaver.info 2009-11-15 08:52:42 4 [SEAnE D 153.104.22.90 [Wothstedl W 34305
Browse: ZeuS binaries | ZeuS configs .
Set a filter for the list below: online Zet 193.104.22.90 2009-11-15 08:52:054 OO G 105104 22,90  fGENistedl M s4s0s
rottenairlines.com 2009-11-15 08:43:25 2 ENNE 0 N s0.251.16.2  Wotiistedl ™= 32475
arefprostat.info 2009-11-14 15:59:56 4 [SNE D 103.104.04.>  [Notlisted] mm 50033
— powmagazine.se 2009-11-14 12:04:21 4 [BRINENGN 195.47.247.177 fotlisted! gm 16245
% Find: Tk & Next 13 163 Q1 237 2nNa-11-13 17.1a.65.4 o S 1 - 16z a1 227 RARGEEAN ™  sacaa ~|
| o — X Find: | hk ¥ Next  Previous & Highlight al [~ Match case (% Reached end of page, continued from top
one
| Done [ [® profier | 203.218.195.22 |# [ Proxy:None | @ [ 87.106.254.198 |
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The Marketplace

Crimeware

{Author)

FirePack
(Diel)

Description

Web Exploitation Malware Kit
Note: a Chinese version exists

Pricing

$3000 (February 2008)
$300 (April 2007)

Zupacha, ZeuS and
ZUnker
($ash)

The ZeuStrojan is able to inject code into login webpage of financial organization
to ask personal data and divert them to a remote location. Zupacha is a bot
element, and Zunker a C&C

$1000 for Zupacha,
$2000 for Zunker (January 2008)

Adrenaline. an update Universal kit for creating tools to capture targeted banking data. Able to intercept 3000
! 2 and retransmit authentic transactions on the fiy between the bank and its client $

of Nuclear Grabber

(Corpse)

PonSpIoit an update of Web Exploitation Malware Kit, statistical engine, enhanced configuration capability, 100 €

NeoSploit
(Grabarz)

exploitation package , enhanced support and online forum for customers

El fiesta

Wieb Based and PDF-Exploit Pack used to launch attacks and monitor them

$850 (December 2008)

Turkojan RAT
(AlienSoftware)

A Remote Access Tool made in Turkey.

Bronze edition: $99 (July 2008)
Silver edition: $179
Gold edition: $249

ZoPack

Web Based PDF-Exploit Pack used to launch attacks and manitor them..

Source: McAfee Avert Labs
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Rootkits

Many rootkits are trojan horses that replace system files, modules,
functions by the attacker’s code

Very dangerous
° You can’t trust your s, dir, or any commands or programs you run in a system

Numerous rootkits available for Unix, a few for windows. Check
o http://packetstormsecurity.org/
o http://www.rootkit.com
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Spyware

Software or other technology that aids in gathering information about a
person or organization without their knowledge

Usually attack through Internet Explorer

17/9/15 COPYRIGHT © RICCI IEONG FOR UST TRAINING 2015




Spyware
Types of Spyware

° Adware
° Browser Hijacker
° Browser Plugin
° Bundled Software
o Commercial Keylogger
o Commercial Network Management Tool
° Dialer
° Generic Malware
° Remote Administration Tool
o Software Application
° Trojan
> Virus
> Worm
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Spyware

() Spyware-Guide.com - Mozilla Firefox !Bm
File Edit View Go Bookmarks Tools Help

<:§l - E> v @ @ I% http: v, spywareguide. com/product_list_full php j I@,

|| Firefox Help | | Firefox Support | | Plug-in FAQ

Have gquestions about o ;I
spyware? Brain Wiper
We have the answers, 123 PC Spy 2.10.1
123Messenger
" 123Search
it Access the Guide 2020Search
} Lookup Spyware 2nd-thought
» List of Spyware 2Spy!
» List of Categories 3rdEve o
»  List of Companies 764 Dialer
ZAdPro
it Our Online Tools 7FaSst
Keylogger Home 2.15
' Spyware Block List A Better Internet
I Corporate Solutions AP Systern Spy
+  Online Spyware Scan Absolute Keylogger
' Fix "Messenger Spam" AccessPlugin
Product Reviews AceSpy
AcidBattery
' Privacy Products Aconti
b Anti-Virus Actions Monitor
» Anti-Sparm Activity Logger
» Backups Activity Monitor 2002
» Firewall ActualNames
Education ﬁ%‘,;‘;ﬁ:ﬁ"
'\ Articles AdBlock
» Introduction AdBreak b
' Identity Theft AdDestroyer
» Terms & Definitions ﬂ—GOb,I'n
' FAQ AdLogix
' How to Detect Spies AdRoar .
*  General Privacy Tips Adult Chat Dialer Chat Dialer
*  Don't Panic Adult-Links
Advanced Keylogger
Contact Us AlertMobile Pro
F—— Alexa Toolbar
* Mailing list aAmbush
» Link to us Amitis
»  RSS Feeds [EI0 T Arnitis 1.1
* Media Mentions ANTIantivirus 1.4
' Questions/Comments? AntiPC
' Help us out! Aornum
* Bookmark this site Aphex Institution 2004 (0.3.0%
Apophis -
., N




The Modern Malware

Designed for financial gain

As a convert channel to collect
information

As a tool that brings great
economic income

A big change in 2008-2009

o Crimeware toolkits are targeting to
banks customers

o CaaS — Crimeware as a service
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The Malware Story

Now?

In the past
- Mischief ° From curiosity to financial gain
- One man show o A complete business process
- Targeted on protocols o Targeted to application
o Targeted on the OS * Ring3: APl hooking
> Ring0: SSDT hooking
° Development becomes more easier
KiServiceTable Kernel because of modulation
. / m&

NtEnumerateKey | s | | oush sys rootiit

almanahe rootkit

B054934? 6888d885f8 push offset RioDrvs+0x888 (fSSSdSBS)I
aUsq93dc 3 Tet
8054934d 6814d985f8 push offset RioDrvs+0x914 (£885d914)
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Malware is an living organism

To Survive

> Self-started (Trinity dependency) / —\
o Infect the file system and startup a process r _l_ \

o Configureitself

o Ensurestartup next time by set up autorun -
o Self-restore and deletion prevention mechanism -\': E |
> Keep hidden
o fromthe shell (Windows Explorer) Ij
o Fromthe process list (Task Manager or Process Explorer)
o Keep stealthy -
° No obvious abnormal activities
o Collecting and transmission of privacy informationthrough convert channel
o The running process create a handle on the file to protect for deletion

o Keepsa heart beat to rewrite the files and registry information by another or multiple
processes

o Self restoration capability

> Malware obfuscation technique: polymorphism, metamorphic and software
armoring

> Need stability of the host system to survive

https://blog.mozilla.org/security/2014/10/14 /the-poodle-attack-and-the-end-of-ssl-3-0/
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Malware is a convert channe
to collect privacy informatior

Identity theft
o Stealing online passwords
°  Email account
° PINorSIN
° Game account

Theft of intellectual property

o Customer data
o Technology

o Tradesecret and other proprietary information

Stealing of financial information by keylogger
o collect creditcard information

o To authorizeonline purchases

Unauthorized access
o Computing power
> Use of storage space
° Become partofthe botnet

17/9/15
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How traditional antivirus
WOrks

Traditional anti-virus used pattern-based scanning. The technique
involves comparing the content (binary content) against the known
virus pattern. Techniques including:

o Signature scanning

° Heuristic scanning
° Integrity checking
o Activity blocking
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Latest attack methods through

1 Entry Point

You access a hijacked website.
Malware downloads silently and
you don't notice that you're being
infected. 82% of malicious sites are
hacked legitimate sites.

17/9/15

~ . . .
Distribution

The initial booby-trapped website sends

you to a web page where a range of

different exploits attack you based on

your software combination

(e.g., Windows+IE+Silverlight or

0S X+Safari+Flash).

.
0
O

Commercially available exploit kits
like Angler will attempt to leverage

vulnerabilities in the operating system,
browser, Java, Flash, PDF reader, media

player and other plugins.

19K
e

S

a)
-

4 Infection

The malware downloads a malicious
payload such as Vawtrak, a zombie
malware that steals financial data; or
ransomware such as CryptoWall or

TeslaCrypt, to extort money from you.
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5 Execution

Vawtrak calls home with sensitive
data like credentials, banking or
credit card information; ransom-
ware encrypts your files and
demands a payment of $300 -
$500 for the encryption key.




How APT works?

Advanced Persistent Threat

(APT) Cover tracks
L. and remain
° Process through sophisticated undetected
1 1 Exfiltrat .
techniques using malware to data organize
exploit vulnerabilities in systems accomplices
> Executed through command and strengthen Commodity A
control (C&C) system_ Threats acquire tools
Advanced

Persistent

Continuously monitor and .
.. xpand access Threat
extract data from specific target and obtain Lo Resssrch tarpet

credentials Hactivism” infrastructure/
employees
Outbound v

connection Test for
initiated detection

Deployment

https://en.wikipedia.org/wiki/Advanced_persistent_threat
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Digital Immune System

The digital immune system is a

1 Virus-
comprehensive approach to P vim | , — e | [ o
: . - . Administrative | 5 machine maching
virus protection developed by oy vine | analysis minruive | 3
IBM [KEPH97a, KEPHI7b, e <
WHIT99] and subsequently Brract Private machine
refined by Symantec [SYMAO1] T / mochine
Derive
The SyStem presrpion N7 — Administraive Client
> Gathers data from large \ i
number of host-based and R Cliont | private | St
perimeter sensors waer network

o Relays intelligence to a central
analysis system

° Then return updated
signatures and behavior
patterns
From Computer Security Principles and Practice
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Network Attacks:
How to perform
Network Attacks

HACKER, HOW THEY ATTACK THEIR TARGET?




System and Network Attack

Web Code review and

dynamic data change

Domain info leakage

InleTmid

Alanase Server Cerhhogh Adonly

Routing
Information ana

path changing

Rodder I
Firiaeall

Firewall
penetration attack Dt

 00E

Mame' Servor

Tnlernal
Rocder Fircaall

Tramsachon Scrver

—
-
o .

Database SQL injection
and poisoning
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Hacking into Systems

Collect information about the machine

Collect user name
Collect open resources

Collect passwords
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Network scanning




Port Scanning

Different types of Scanning

o Standard scanning methods
> Vanilla connect scanning
> Half-open SYN flag scanning

o Stealth TCP scanning methods
° Inverse TCP flag scanning
o ACK flag probe scanning
o TCP fragmentation scanning

o Third-party and spoofed TCP scanning methods
° FTP bounce scanning
° Proxy bounce scanning
o Sniffer-based spoofed scanning
o [P ID header scanning
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Port Scanning — using

SuperScan

17/9/15

~ SuperScan 2.06

Hostname Lookup

=0l x|

{143.89.40.100

Resolved Icssu1 00.cs.ust.hk

Lookup I
L] Me I Intetfacesl

Configuration -

i

Port list setup

IP Timeout Scan type Scan
Stat|143.83.40.100 =] | | Ping E Resolve hostnames
v Only scan responsive pings .89.40.
I . |4DU
Stop|143.89.40.100 :’ [V Show host responses Scanhing
I . o .
PrevC | Newc| 1.254 Connect | | ¢ Ping only 143.89.40.100
|2UUU " Every port in list
IV lgnore IP zero ' Al selected ports in list ,T
IV lgnore IP 255_ :;Z‘;d " Alllist ports from |1 5553
™ Extract from file _/I & el |1— — Start || Stop
~Speed | |
Max Active hosts
—
st.hk FTP server (Version 4.119 Wed Aug 19 15:25:06 [l
Save I
Collapse all I
Min Prune I
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Port Scanning — using Nmap

o [ ] 8 Kali-Linux-2.0.0-vm-amd64
n = A e [ <) 4

Applications ¥ Places ¥ "~Terminal ¥

root@Kkali: ~

File Edit View Search Terminal Help

:~# nmap -A -sS -vv 192.168.1.127

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2015-09-13 16:38 CST
NSE: Loaded 122 scripts for scanning.

NSE: Script Pre-scanning.

NSE: Starting runlevel 1 (of 2) scan.

Initiating NSE at 16:38

Completed NSE at 16:38, 0.00s elapsed

NSE: Starting runlevel 2 (of 2) scan.

Initiating NSE at 16:38

Completed NSE at 16:38, 0.00s elapsed

Initiating Ping Scan at 16:38

Scanning 192.168.1.127 [4 ports]

Completed Ping Scan at 16:38, 0.20s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 16:38

Completed Parallel DNS resolution of 1 host. at 16:38, 0.0ls elapsed
Initiating System CNAME DNS resolution of 1 host. at 16:38

Completed System CNAME DNS resolution of 1 host. at 16:38, 0.0ls elapsed
Initiating SYN Stealth Scan at 16:38

Scanning 192.168.1.127 [1000 ports]

Discovered open port 3260/tcp on 192.168.1.127

Completed SYN Stealth Scan at 16:38, 2.30s elapsed (1000 total ports)
Initiating Service scan at 16:38

Scanning 1 service on 192.168.1.127

Stats: 0:00:16 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 0.00% done
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ulnerability Scanning — usin
enable Nessus

'YK 8] Kali-Linux-2.0.0-vm-amd64
n = A & @ <) 4

Applications ¥ Places ¥ “Mozilla Build of Firefox ¥ Sun 16:43

Nessus Home / Scans - Mozilla Firefox e ® O
File Edit View History Bookmarks Tools Help

Y, ) Nessus Home / Scans % \ ¥

“",‘Ull‘lérabllﬂ'C‘HO\SQBI'CH ‘ wB O ¢ 3 A & ¢

(' a https://localhost:8834/#/scans/10/host

@ v G @ [HMost Visitedv HlOffensive Security N Kali Linux % Kali Docs "% Kali Tools nExploit-DB W Aircrack-ng
AETCRAFT v Services v ‘

@Disable v & Cookies ¥ / CSSv LJForms ¥ @Images v @ Information ¥ Miscellaneous ¥ _/Outline v é&Resize v xTools v -\

@ Nessus Scans Policies

test-at-home Con
History Hosts > 192.168.1.127 > Vulnerabilities
Nessus SYN scanner Plugin Detalls
Severity: Info
Description
1D: 11219
This plugin is a SYN 'half-open’ port scanner. It shall be reasonably quick even against a firewalled target. Version: $Revision: 1.20 §
Type: remote
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they
; . ) Family: Port scanners
might cause problems for less robust firewalls and also leave unclosed connections on the remote target,
Published: 2009/02/04

if the network is loaded.

;opE,nessus,sBm,nessusa sEarE
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W3: Malware and Virus

W3: DoS

W3:Spam, Phishing

W3: Virus
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Computer Security Handbook
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Computer Security Handbook
(2014)

Computer Security Handbook
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Computer Security Handbook
(2014)
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Chapter 16: Malicious Code

Chapter 18: Denial-of-Service
Attacks

Chapter 20: Spam, Phishing,
and Trojans: Attacks meant to
Fool

Chapter 41: Antivirus
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